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ABSTRACT 

Actually very interesting IT systems promise to reveal connections between apparently harmless and 
unrelated information pieces. An article from the New York Times in February 20062 makes clear that 
common data mining techniques were not successful in general. Despite huge investments, correlating 
data from different sources did not yield satisfactory results. Transforming low-level data by aggregation 
to meaningful events is nevertheless the key to building the basis for succeeding decisions in the context of 
situation reports 

 More realistic and manageable is an approach that includes interactions with the user along with domain 
specific knowledge. Gaining security relevant messages should be based on an iterative multi-level 
process. This process represents the core element of intelligence analysis systems which play an important 
role for supporting decisions in management information systems3.  

The following example illustrates the principal automated process for discovering communication 
structures in the context of radio reconnaissance: A crucial part of this process is the analysis and 
visualisation of communication structures, or more generally, of network information. This should be 
embedded in spatio-temporal data analysis with geo-oriented data access and the integration of domain-
specific analysis functions.  

 
 
Figure 1: Domain-specific Analysis Function  Figure 2: Spatial Access 
 
                                                      

1 Knowledge Discovery in Databases 
2 J. Markoff, The New York Times, nytimes.com, 25.2.2006: “Taking Spying to Higher Level, Agencies Look for More Ways 

to Mine Data”  
3 Jan Herring, “What is Intelligence Analysis?”, Competitive Intelligence Magazine, Vol. 1. No.2, July-Sep., 1998, p.14 . 
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The intelligent analysis of radio emission data is based on data mining techniques, cluster visualisations 
to validate the results, a model based communication detection (including domain-specific knowledge) 
and the visualisation of communications. The following use case of a simple simplex communication 
clarifies the problems and the applied methods. Module coupling is realised by a distributed architecture. 
Given are a huge amount of radio emissions which are arbitrarily distributed. Each emission is described 
by the attributes ID, frequency, modulation type, starting time, end time, latitude and longitude. It has to 
be considered that the data quality of single emissions depends on propagation conditions. Because these 
can vary, it can happen that single emissions or attributes are missing or on the other hand different 
classification level information are available.  Furthermore, with a broadband collection of emissions the 
amount of information is extremely large and requires massive data handling which can not be processed 
in main memory.  

1.0 USE-CASE SIMPLEX-COMMUNICATION 

The use case is looking for a simplex communication chain with two stationary partners – a central station 
and a substation. Both are using the same constant nominal frequency and the same transmission mode. 
The partners are communicating alternating one after the other. The problem lies in the amount of possible 
communication structure instances. Although the communication can be easily described in an informal 
way it is necessary to find an exact, formal specification in order to perform a computer-supported 
analysis. It should not be realised by a specific static algorithm but should be interactively and 
exploratively changeable by the user. The core concept includes the following steps: 

1.1 Data Mining 
During the first step emissions are assigned to clusters. These subsume emissions concerning the spatial, 
temporal or frequency criteria. In this way significant data reduction is achieved. By spatial clustering 
special emitter station could be determined. Besides when processing of extremly huge data amounts the 
main problem to solve is how to choose the best method and parameters. 

1.2 Cluster Visualisation 

The next step serves the validation of the data mining results and already provides a possibility  to 
manually discover communication structures by the user relying on the presented visualisation, for 
example the presentation of spatial clusters. Emission can appear as single instances or as temporal 
ordered parts of a cluster. It is difficult to visualise the emissions and clusters clearly arranged in order to 
focus on the actual interesing data. Additionally different attributes have to be integrated. 

1.3 Model based communication detection 

 
Computing communication structures from clusters 
is the next step. This is done by using typical 
communication models. A domain specific modelling 
language provides the possibility to represent the 
communication models. By this language the simplex 
communication can be formally specified. The model 
distinguishes between connection constitution and 
alternating communications.  
 

Figure 3: Simplex Communication Rules 
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The connection constitution consists of three 
emissions: the central station is sending, the substation 
replies. The alternating sequence consists of emissions 
of the central and the sub station. All emissions occur 
with the same frequency and modulation type.  The 
distance between the emission is flexible by a delay 
parameter. A graphical notation of such a model is 
illustrated by the two adjoining pictures. 
 

Figure 4: Simplex Communication Instance 

 

1.4 Visualisation of discovered communications 
This step provides a presentation of the discovered 
communications and allows by this a validation of the 
model based communication detection. It has to deal 
with many composite events. A simple textual 
visualisation does not meet the needs. The graphical 
visualisation offers a better overview and manifold 
interaction possibilities.  
 
The emitters are on the spatial level, time is the third 
dimension. The connection lines indicate the 
communications. 
 

Figure 5: Discoverd Network Communications 
 
 
Overcoming massive data streams for intelligence tasks is a challenge which should involve the analysis 
process with a seamless data access and the intelligence analyst. The acceptence of the results depends on 
the possiblity to validate the results. The sustainablity of results has to be guaranteed by flexible extension 
of actual domain specific analysis methods. 

 

 

2.0 REFERENCES 

[1] J. Markoff, The New York Times, nytimes.com, 25.2.2006: "Taking Spying to Higher Level, 
Agencies Look for More Ways to Mine Data" 

[2] Jan Herring, "What is Intelligence Analysis?", Competitive Intelligence Magazine, Vol. 1. No.2, 
July-Sep., 1998, p. 14. 

RTO-MP-IST-063 2 - 3 

 



KDD – Overcoming Massive Data Streams for Intelligence Tasks  

 

 

2 - 4 RTO-MP-IST-063 

 



<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /All
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /SyntheticBoldness 1.00
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveEPSInfo true
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputCondition ()
  /PDFXRegistryName (http://www.color.org)
  /PDFXTrapped /Unknown

  /Description <<
    /FRA <>
    /ENU (Use these settings to create PDF documents with higher image resolution for improved printing quality. The PDF documents can be opened with Acrobat and Reader 5.0 and later.)
    /JPN <FEFF3053306e8a2d5b9a306f30019ad889e350cf5ea6753b50cf3092542b308000200050004400460020658766f830924f5c62103059308b3068304d306b4f7f75283057307e30593002537052376642306e753b8cea3092670059279650306b4fdd306430533068304c3067304d307e305930023053306e8a2d5b9a30674f5c62103057305f00200050004400460020658766f8306f0020004100630072006f0062006100740020304a30883073002000520065006100640065007200200035002e003000204ee5964d30678868793a3067304d307e30593002>
    /DEU <>
    /PTB <>
    /DAN <>
    /NLD <>
    /ESP <>
    /SUO <>
    /ITA <>
    /NOR <>
    /SVE <>
  >>
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [595.000 842.000]
>> setpagedevice


	Link to presentation: 


